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EMERGING THREATS  
CVE-2025-31324 - SAP NetWeaver 
Vulnerability 

In April of 2025, SAP disclosed a critical vulnerability in their SAP NetWeaver 
platform (CVE-2025-31324), and it was given a CVSS score of 10.0. The 
vulnerable platform is used by customers to facilitate integrations within a 
unified SAP environment. The flaw resides within the Visual Composer 
component in particular, and even more specifically within the Metadata 
Uploader module. When exploited, it allows unauthenticated remote attackers 
to upload arbitrary files, including malicious executables, to vulnerable SAP 
NetWeaver instances. Successful exploitation of this vulnerability potentially 
can lead to granting operators full control over the compromised systems. It is 
worthy to note that it was disclosed by ReliaQuest that multiple customers were 
already compromised, with threat actors deploying JSP web shells to maintain 
persistent access in victim environments. The impact to victims is significant, as 
successful exploitation can lead to unauthorized access, data exfiltration, and 
potential system compromise. 

 

 

 



 

THREAT SUMMARY  
In April of 2025, SAP disclosed a critical vulnerability in their SAP NetWeaver platform 
(CVE-2025-31324), and it was given a CVSS score of 10.0. The vulnerable platform is 
used by customers to facilitate integrations within a unified SAP environment. The flaw 
resides within the Visual Composer component in particular, and even more specifically 
within the Metadata Uploader module. When exploited, it allows unauthenticated 
remote attackers to upload arbitrary files, including malicious executables, to 
vulnerable SAP NetWeaver instances. Successful exploitation of this vulnerability 
potentially can lead to granting operators full control over the compromised systems. It 
is worthy to note that it was disclosed by ReliaQuest that multiple customers were 
already compromised, with threat actors deploying JSP web shells to maintain 
persistent access in victim environments. The impact to victims is significant, as 
successful exploitation can lead to unauthorized access, data exfiltration, and potential 
system compromise. 

 

HUNTER Hunt Package Collection: 

https://hunter.cyborgsecurity.io/research/search?state=(compatible:!f,filters:(),libr

ary:!(cyborg_collections),page:0,size:10,sort:last_updated_desc,term:!('8eb6bf24-e

a8c-413c-a95b-dfbf29be6225'),touched:!t) 
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SYNOPSIS  
In April 2025, SAP disclosed a critical vulnerability within the SAP NetWeaver platform. 

Identified as CVE-2025-31324, the vulnerability resides in the Visual Composer's 

Metadata Uploader component, with the impacted version of Visual Composer being 

pinpointed to VCFRAMEWORK 7.50. This flaw allows unauthenticated attackers to 

potentially upload arbitrary files, including malicious JSP web shells, to vulnerable SAP 

NetWeaver servers. Researchers have also observed the abuse of MSBuild to compile and 

execute malicious project files from frequently targeted directories (such as AppData or 

Temp). Once the malicious files are uploaded, attackers can execute them remotely via 

simple HTTP requests, enabling them to gain control of the affected systems. 

Post-exploitation, attackers can deploy additional tools, exfiltrate sensitive data, and 

establish persistence through web shells. 

The possible impact of exploiting CVE-2025-31324 includes remote code execution, data 

exfiltration, and potentially further compromise of internal systems through lateral 

movement. Attackers can disrupt critical business operations, maintain long-term access, 

and escalate their privileges within the network. Given the CVSS severity of 

CVE-2025-31324,and the capabilities that can be obtained if the vulnerability is 

successfully exploited, the effects of it could be far-reaching and it is important to apply 

the patches most recently released by SAP to mitigate this threat. Immediate action is 

crucial for environments utilizing SAP NetWeaver, alongside caution of any attempted or 

successful exploitation attempts. 
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HUNT PACKAGE COLLECTION 
https://hunter.cyborgsecurity.io/research/search?state=(compatible:!f,filters:(),library:!(cy

borg_collections),page:0,size:10,sort:last_updated_desc,term:!('8eb6bf24-ea8c-413c-a95

b-dfbf29be6225'),touched:!t) 

RELATED HUNT PACKAGES  
Single-Character Named Files Used for Execution 

https://hunter.cyborgsecurity.io/details/use-case/f20c5f61-c68a-446d-95c4-e227d3ac1

078 

Suspicious Child Process for Java - Potential Exploitation Activity 

https://hunter.cyborgsecurity.io/details/use-case/46c5b8dd-465c-4a51-b127-7561bbca

02ff 

MSBuild Compilation and Execution from Suspicious Directories 

https://hunter.cyborgsecurity.io/details/use-case/a2a9b050-7e20-48c2-9eee-926d0942

a59a 
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MITRE CONTEXT 
Threat Name(s): 

●​ CVE-2025-31324 - SAP NetWeaver Vulnerability 

Mitre Technique IDs: 

●​ T1202 

●​ T1027.002 

●​ T1074.001 

●​ T1059 

●​ T1190 

●​ T1127.001 

●​ T1105 

Mitre Technique Names: 

●​ Local Data Staging 

●​ Software Packing 

●​ Command and Scripting Interpreter 

●​ MSBuild 

●​ Ingress Tool Transfer 

●​ Exploit Public-Facing Application 

●​ Indirect Command Execution 

Mitre Tactic Names: 

●​ Defense Evasion 

●​ Initial Access 

●​ Execution 

●​ Command and Control 

●​ Collection 
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