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EMERGING THREATS  
Lynx Ransomware 

Lynx Ransomware is a financially motivated ransomware operation that has 
gained significant traction in recent months due to its rapid expansion, 
aggressive double extortion model, and increasing sophistication. Researchers 
have observed Lynx conducting highly targeted intrusions against organizations 
across North America and Europe, with a growing number of victims in 
technology, manufacturing, logistics, retail, and professional services sectors. 
The group has been observed to compromise enterprise networks, encrypts 
critical systems, steals sensitive data before encryption, and pressures victims to 
pay by threatening public release of exfiltrated files. Most recent intelligence 
shows that Lynx operators have become more organized and have adopted 
structured recruitment methods on dark web forums, actively advertising for 
affiliates with experience in network intrusion, privilege escalation, and 
extortion operations. This evolution has increased the scale and consistency of 
their attacks, resulting in higher ransom demands and a broader global victim 
profile. 

 

 

 



 

THREAT SUMMARY  
Lynx Ransomware is a financially motivated ransomware operation that has gained 

significant traction in recent months due to its rapid expansion, aggressive double 

extortion model, and increasing sophistication. Researchers have observed Lynx 

conducting highly targeted intrusions against organizations across North America and 

Europe, with a growing number of victims in technology, manufacturing, logistics, retail, 

and professional services sectors. The group has been observed to compromise enterprise 

networks, encrypts critical systems, steals sensitive data before encryption, and pressures 

victims to pay by threatening public release of exfiltrated files. Most recent intelligence 

shows that Lynx operators have become more organized and have adopted structured 

recruitment methods on dark web forums, actively advertising for affiliates with 

experience in network intrusion, privilege escalation, and extortion operations. This 

evolution has increased the scale and consistency of their attacks, resulting in higher 

ransom demands and a broader global victim profile. 

The impact of Lynx intrusions has been felt, with organizations suffering from prolonged 

operational downtime, exposure of confidential data, financial loss, and lasting 

reputational damage. Investigations show that Lynx provides its affiliates with a full 

ransomware toolkit that supports Windows and Linux environments, making it easier for 

operators to compromise hybrid infrastructures. Victims report that stolen data routinely 

includes financial records, employee information, intellectual property, and proprietary 

internal documents. As Lynx continues to grow more active and technically capable, their 

activity highlights the need for heightened monitoring of lateral movement, improved 

patch management, stronger credential hygiene, and data loss prevention safeguards 

across enterprise networks. 

 

Intel 471 References: 

Info Report: Silent Team group members allegedly conduct data-extortion attacks 

Titan Search: Lynx Ransomware 
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SYNOPSIS  
Lynx operators follow a structured intrusion workflow that begins with initial access 

obtained through stolen credentials, exploitation of public-facing services, or the use of 

legitimate administrative tools after compromising VPN or RDP access. Once inside the 

network, operators conduct detailed reconnaissance to map domain infrastructure, 

identify high-value servers, locate backup repositories, and enumerate user accounts. 

They deploy credential harvesting tools, move laterally using native Windows utilities, and 

disable security controls to prepare the environment for ransomware execution. For 

post-compromise staging, Lynx operators employ living-off-the-land binaries and 

administrative frameworks that allow them to remain covert until they are ready to 

launch their ransomware payload. In multiple cases analyzed by The DFIR Report, 

operators quietly exfiltrated large volumes of data through secure file transfer protocols 

before triggering the final encryption stage. 

The Lynx ransomware payload uses multithreaded encryption to maximize speed and 

impact across both local and network-attached systems. It selectively terminates 

processes and services associated with backups, security tools, and databases, deletes 

shadow copies to prevent recovery, and encrypts files using robust hybrid cryptography. 

The malware appends a distinct file extension to encrypted files and leaves ransom notes 

containing Tor-based communication channels. Lynx also includes tooling for Linux-based 

systems that allows affiliates to target VMware ESXi servers and other virtual 

environments. This capability enables the group to encrypt large-scale infrastructure 

quickly and inhibit business continuity. Combined with its pre-encryption data theft, the 

technical design of Lynx enables operators to disrupt core business systems, compromise 

sensitive information, and exert maximum leverage during ransom negotiations. 
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LYNX RANSOMWARE GROUP COLLECTION 
https://hunter.cyborgsecurity.io/research/search?state=(compatible:!f,filters:(),library:!(cy

borg_collections),page:0,size:10,sort:last_updated_desc,term:!('0ac28686-af93-413e-87

20-a7e1c1469adc'),touched:!t) 

RELATED HUNT PACKAGES  
PYTHON FILE CREATED IN SUSPICIOUS DIRECTORY  - POTENTIAL 
MALWARE INSTALLATION 

https://hunter.cyborgsecurity.io/research/hunt-package/8ec38803-34a8-477f-a4c6-a53

e7951258d 

ATYPICAL CHILD PROCESS TO MMC - POTENTIAL EXPLOITATION 
OR MASQUERADING 

https://hunter.cyborgsecurity.io/research/hunt-package/d1c0bfc7-8b16-4cab-92dd-4abc

277bf4e6 

NETWORK SMB PROFILING - POTENTIAL NONSTANDARD SMB 
COMMUNICATION BEHAVIOR 

https://hunter.cyborgsecurity.io/research/hunt-package/0fd743e7-f8d1-4f24-b305-6b9

4db491f47 

ANYDESK SILENT INSTALLATION - POTENTIAL MALICIOUS RMM 
TOOL INSTALLATION 

https://hunter.cyborgsecurity.io/research/hunt-package/11353A3B-797D-45BC-BA32-3

D10F14EDC82 

ANYDESK SERVICE INSTALLATION - POTENTIALLY MALICIOUS 
RMM TOOL INSTALLATION 

https://hunter.cyborgsecurity.io/research/hunt-package/4103B086-F093-4084-9125-15

B9A6C872B8 
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EXCESSIVE WINDOWS DISCOVERY COMMANDLINE ARGUMENTS 
- POTENTIAL MALWARE INSTALLATION 

https://hunter.cyborgsecurity.io/research/hunt-package/8bb5819f-06a4-4e5d-9099-e43

115601999 

PYTHON EXECUTING FROM NON-STANDARD DIRECTORY 

https://hunter.cyborgsecurity.io/research/hunt-package/eebb7f80-07f3-4d37-aab7-51c

1ad31f1b3 
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MITRE CONTEXT 
●​ Exploits Vulnerabilities:  

○​ CVE-2023-23397 

○​ CVE-2024-43451 

●​ MITRE Tactic Names: 
○​ Command and Control 

○​ Lateral Movement 

○​ Persistence 

○​ Credential Access 

○​ Defense Evasion 

○​ Privilege Escalation 

○​ Discovery 

○​ Execution 

●​ MITRE Technique Names: 
○​ Remote System Discovery 

○​ Remote Access Software 

○​ Windows Remote Management 

○​ Credentials in Registry 

○​ Ingress Tool Transfer 

○​ Windows Service 

○​ Python 

○​ MMC 

○​ Exploitation for Client Execution 

●​ MITRE Technique IDs: 
○​ T1021.006 

○​ T1059.006 

○​ T1219 

○​ T1543.003 

○​ T1105 

○​ T1218.014 

○​ T1203 

○​ T1552.002 

○​ T1018 

●​ Threat Names:  
○​ Lynx Ransomware 

Copyright © 2025 Intel 471, Inc. All Rights Reserved. 



 

REFERENCES  
1.​ https://thedfirreport.com/2025/11/17/cats-got-your-files-lynx-ransomware/ 

2.​ https://www.picussecurity.com/resource/blog/lynx-ransomware\u2028 

3.​ https://www.fortinet.com/blog/threat-research/ransomware-roundup-lynx 
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